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Abstract 

Cybercrime has become one of the most pervasive threats to digital engagement globally, and undergraduates remain 
particularly vulnerable due to their extensive use of online platforms for financial transactions, academic activities, and 
social networking. In Nigeria, despite the establishment of cybercrime laws and consumer protection frameworks, weak 
enforcement and limited awareness continue to heighten students’ exposure to online risks, thereby influencing their 
behavioral intentions toward digital participation. This study was conducted to evaluate the effect of cybercrime risk 
on undergraduate behavioral intention in South-West Nigeria. A descriptive survey design was employed, and the study 
population comprised undergraduates of federal universities in in the study area. Out of 900 questionnaires distributed, 
653 were duly completed and returned, representing a response rate of 72.6 percent. The instrument was validated by 
experts in the field, while reliability was confirmed through Cronbach’s alpha values above the 0.70 benchmark. Data 
were analyzed using descriptive statistics and inferential techniques, particularly regression analysis. The results 
revealed that cybercrime risk had a significant positive effect on undergraduate behavioral intention, with regression 
results showing β = 0.401, R² = 0.177, and p < 0.001. The study concluded that cybercrime risk strongly influences 
students’ behavioral intention, either discouraging or shaping their adoption of online transactions depending on 
perceived levels of threat. It was recommended that cybersecurity awareness be integrated into undergraduate 
curricula, while universities, regulatory agencies, and financial institutions should strengthen digital literacy programs 
and implement effective consumer protection and redress mechanisms for students who fall victim to cybercrime.  
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1. Introduction

In today’s interconnected world, cybercrime has become a pressing global threat with significant implications for 
individual users, businesses, and governments. Globally, cybercrime is estimated to cost the world economy over €300 
billion annually, accounting for approximately 0.4% of the European Union’s GDP alone (Cobos, 2024). The Federal 
Bureau of Investigation (FBI) ranks Nigeria among the top ten cybercrime hotspots worldwide, with losses running into 
billions of naira annually (Omobolade, 2025). These figures underscore the persistent vulnerability of consumers 
particularly young internet users who often lack the requisite awareness and protective mechanisms to navigate 
cyberspace safely. 
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Developing countries, including Nigeria, face heightened exposure to cyber risks due to weak enforcement of cyber laws, 
limited institutional capacity, and low levels of cybersecurity awareness among consumers (Okoroafor, 2022; Sulubara 
et al., 2025). University undergraduates represent one of the most active groups of internet users in Nigeria, relying 
heavily on online platforms for academic research, financial transactions, and social networking. This exposure makes 
them highly susceptible to cyber threats such as phishing, identity theft, and online fraud (Okeke and Oli, 2023; Adamu 
et al., 2025). More critically, the perception of cybercrime risk significantly influences students’ behavioral intentions 
toward adopting or avoiding online transactions. For instance, when undergraduates perceive online spaces as unsafe, 
they may reduce engagement in valuable digital activities or resort to risk adverse behaviors that hinder financial 
inclusion and digital learning opportunities (Wang et al., 2023). 

The challenge, however, lies in the gap between existing consumer-protection frameworks and their practical 
effectiveness in shaping user behavior. In Nigeria, policies such as the Cybercrimes (Prohibition, Prevention, etc.) Act of 
2015 and the Central Bank of Nigeria’s Consumer Protection Framework aim to safeguard users. Yet, weak enforcement, 
lack of transparency, and low levels of consumer education continue to undermine trust, leaving undergraduates 
vulnerable and skeptical (Owuamanam, 2025). If unaddressed, this problem may perpetuate low adoption of secure e-
banking practices, increase financial losses among students, and erode confidence in Nigeria’s digital economy. 

Studies across different contexts emphasize the behavioral consequences of perceived cyber risk. Reyns and Henson 
(2016) found that online routine activities directly influenced the likelihood of identity theft victimization in Canada, 
while Keipi et al. (2016) linked cyber risk to reduced online engagement among European youth. In the Nigerian context, 
Orji (2019) observed that poor liability regimes for unauthorized transactions discourage consumers from trusting 
digital banking platforms. These findings suggest that while global scholarship highlights the relationship between 
perceived risk and behavior, little is known about how this dynamic plays out specifically among Nigerian 
undergraduates who face unique socioeconomic and institutional realities. 

The gap in literature lies in the limited empirical evidence on how undergraduates’ perception of cybercrime risk 
influences their behavioral intentions within the Nigerian higher education setting. Most existing studies focus on 
general consumer groups or institutional perspectives (Nzeakor et al., 2020; Aljudaibi and Amuda, 2024), with few 
addressing young internet users as a distinct category of vulnerable consumers. This study therefore seeks to fill this 
gap by evaluating the effect of cybercrime risk on undergraduate behavioral intention in South-West Nigeria, using 
empirical evidence from undergraduates of federal universities. 

2. Literature review 

Cybercrime risk refers to the perceived likelihood that one might fall victim to online threats such as phishing, identity 
theft, malware attacks, and hacking during digital transactions. This perception is influenced by prior experiences of 
victimization, awareness of cyber threats, trust in protective mechanisms (e.g. cybersecurity laws or institutional 
safeguards), and sociodemographic factors such as age, gender, digital literacy, and educational level (Almaiah, AlOtaibi, 
Shishakly, et al., 2023; Ugwu, Ani, Ezema, et al., 2021). Among undergraduates—who frequently engage in e-learning, 
e-banking, social media, and other online services—high perceived cybercrime risk tends to result in reluctance or 
avoidance of some digital services, whereas lower perceived risk or stronger confidence in security mechanisms 
promotes greater adoption of such services (Garba, Kaur, and Nuraihan, 2023; Fahad and Nabeel, 2025). 

Behavioral intention is a central construct in models such as the Theory of Planned Behavior and UTAUT, denoting an 
individual’s readiness or willingness to engage in a behavior (e.g., to adopt online financial services safely). It is shaped 
by attitudes towards the behavior, subjective norms, perceived behavioral control, perceived risk, trust, and knowledge 
about security (Abawajy et al., 2022; Almaiah et al., 2023). For undergraduates, behavioral intentions carry extra 
significance because their online practices can influence academic integrity, financial inclusion, social interaction, and 
exposure to cyber harm. 

Empirical investigations have repeatedly found that perceived risk is negatively associated with behavioral intention to 
use digital and financial technologies unless mitigated by trust, regulatory or institutional assurances, or greater digital 
knowledge. In Pakistan, Fahad and Nabeel (2025) found that perceived risk negatively predicted mobile-banking 
adoption intention among university students, but that higher digital knowledge mediated this relationship. Almaiah et 
al., (2023) in a study of smart m-banking users showed that perceived risk, security, and trust jointly influenced 
adoption intention via structural equation modelling in a Middle Eastern context. Similarly, Abikari (2024) showed that 
among educated young consumers, negative emotions associated with perceived risk reduce intention to adopt 
emerging e-banking technologies, while positive institutional trust and service quality enhance it. 
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Studies focused on undergraduates and ICT usage show comparable patterns The higher education environment in 
South Africa was studied by Goliath, Tsibolane, and Snyman (2024), who found students display a cybersecurity-
resilience gap: though aware and somewhat attitudinally positive, many undergraduates’ behavioral intentions do not 
translate into corresponding secure practices, often due to high perceived risk, low perceived control, or weak 
institutional support. 

While there is abundant evidence that perceived cybercrime risk matters for behavioural intention in many contexts 
(e.g., digital banking, m-banking, IoT adoption), less work has focused specifically on undergraduates in Nigeria. 
Moreover, few studies have isolated the behavioral intention construct with full controls for digital knowledge, 
socioeconomic status, regulatory trust, or cross-faculty variation. In light of this, the present study fills this gap by 
empirically evaluating the effect of cybercrime risk on undergraduate behavioral intention within federal universities 
in Southwest, Nigeria. 

From the reviewed literature, the following hypothesis was formulated for testing: 

H₀: Cybercrime risk has no significant effect on undergraduates’ behavioral intention in the study area 

3. Methodology 

This study employed a descriptive survey research design to evaluate the effect of cybercrime risk on undergraduate 
behavioral intention in South-West Nigeria. The research was carried out in Southwest Nigeria, which hosts federal 
universities with diverse student populations actively engaged in digital transactions. The target population consisted 
of undergraduates in these universities, and a multi-stage sampling procedure was used to select a sample size of 900 
students, of which 653 questionnaires were duly completed and returned, representing a valid response rate of 72.6 
percent. Data were collected using a structured questionnaire specifically designed to capture constructs relating to 
cybercrime risk and behavioral intention. Content validity of the instrument was established through expert review, 
while reliability was confirmed with Cronbach’s alpha coefficients, all of which exceeded the acceptable threshold of 
0.70. The data were analyzed using descriptive statistics, including frequencies, means, and standard deviations, as well 
as inferential statistics such as correlation and multiple regression analysis, to test the hypothesized effect of cybercrime 
risk on behavioral intention. 

4. Results  

4.1. Demographic Characteristics of Respondents 

Data for this study were collected from undergraduates across six federal universities in South-West Nigeria, namely 
FUTA, FUOYE, UI, OAU, FUNAAB, and UNILAG. Out of the 900 questionnaires distributed, 653 were duly completed and 
returned, yielding a response rate of 72.5 percent, which is considered adequate for meaningful analysis. The 
demographic profile shows that the sample is predominantly male (57.3 percent), while females account for 42.7 
percent. Most of the respondents are single (95.4 percent), with only 4.6 percent married. In terms of age, the majority 
fall within the traditional undergraduate bracket, with 54.7 percent between 18 and 22 years, and 29.1 percent between 
23 and 25 years. Only 9.5 percent of respondents are older than 25, while 6.7 percent are below 18 years. Representation 
from the six universities is fairly broad. UNILAG contributed the largest share with 21.1 percent of the respondents, 
followed by UI with 17.8 percent, FUTA with 17.2 percent, OAU with 16.1 percent, FUNAAB with 14.4 percent, and 
FUOYE with 13.5 percent. This spread ensures that perspectives were drawn from different institutional contexts within 
the region. Academic levels of respondents show a tilt towards the upper years. Students in the 300–500 levels together 
make up 70.1 percent of the sample, with the 400 level alone contributing 36.0 percent. Students in the 200-level 
account for 20.4 percent, while those in the 100 level represent 9.5 percent. This indicates that a significant proportion 
of the respondents are senior undergraduates, who are more likely to have greater exposure to digital services and 
financial independence. Overall, the demographic characteristics reflect a respondent pool that is youthful, digitally 
active, and concentrated in senior levels of study, making them an appropriate group for examining issues related to 
cybercrime risk, consumer protection, and behavioral intention in the context of South-West Nigerian universities. 
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Table 1 Response rate of questionnaires 

Item Number 

Questionnaires distributed 900 

Questionnaires retrieved (used for analysis) 653 

Response rate (%) 72.5 

Source: Researcher’s Field Report (2025) 

 

Table 2 Demographic characteristics of respondents (n = 653) 

Variable Category Frequency 
(n) 

Percent (%) 

Gender Male 374 57.3 

 Female 279 42. 7 

Age Less than 18 years 44 6.7 

 18–22 years 357 54.7 

 23–25 years 190 29.1 

 Above 25 years 62 9.5 

University FUTA 112 17.2 

 FUOYE 88 13.5 

 UI 116 17.8 

 OAU 105 16.1 

 FUNAAB 94 14.4 

 UNILAG 138 21.1 

Level 100L 62 9.5 

 200L 133 20.4 

 300L 140 21.4 

 400L 235 36.0 

 500L 83 12.7 

Marital status Single 623 95.4 

 Married 30 4.6 

 Source: Researcher’s Field Report (2025) 

4.2. Effect of Cybercrime Risk on Undergraduate Behavioural Intention in the Study Area 

For this objective, the regression analysis (Tables 4.3 to 4.7) examined how cybercrime risk influences the behavioral 
intentions of undergraduates in South-West Nigeria. The dependent variable was cybercrime risk (avD1_7), 
representing students’ perceptions of exposure to different forms of cyber threats. The main independent variable of 
interest was undergraduate behavioral intention (avD8_16), which reflects students’ intentions regarding safe digital 
practices, cybersecurity compliance, and willingness to adopt protective measures online. 

To account for demographic and institutional differences, several control variables were introduced and coded as 
dummy variables. Gender (A1) was defined such that male students were coded as 0, while female students were the 
reference category (1). Age (A2) was divided into students below 22 years coded as 0, and those aged 22 years and 
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above coded as 1 (reference). University affiliation (A3) was grouped into three categories: SW1 (UNILAG and FUNAAB), 
coded as 0; SW2 (UI and OAU), coded as 1 (reference); and SW3 (FUTA and FUOYE), also coded as 1 (reference). Level 
of study (A4) was split into junior students (100– 

300 level), coded as 0, and senior students (400–500 level), coded as 1 (reference). This specification ensures that the 
regression analysis captures the net effect of behavioral intention on cybercrime risk while controlling for demographic 
and institutional variations. 

The descriptive statistics in Table 4.3 show that students reported a relatively high average level of cybercrime risk (M 
= 3.25, SD = 0.43), alongside a slightly higher mean score for behavioral intention (M = 3.45, SD = 0.43). This indicates 
that while undergraduates recognize significant risks of cybercrime, they also display strong intentions to engage in 
protective behavior. 

The correlation results in Table 4.4 reveal a strong positive and significant association between cybercrime risk and 
behavioral intention (r = 0.462, p < 0.01). This suggests that as students perceive greater cybercrime risks, they are 
more likely to adopt preventive behavioral intentions. Other demographic correlations were weak, with only slight 
associations observed for university affiliation (SW3: r = 0.088, p < 0.05; SW2: r = 0.078, p < 0.05), while gender, age, 
and level of study were not significantly correlated with cybercrime risk. 

Table 3 Descriptive Statistics 

Std.  Mean Deviation N 

avD1_7 cybercrime risk 3.2465 0.42644 653 

aGen_A1 Gender 0.4273 0.49506 653 

aAge_A2 Age 0.3859 0.48718 653 

aSW3_A3A_UNI FUTA FUOYE 0.3063 0.46130 653 

aSW2_A3A_UNI UI OAU 0.3384 0.47354 653 

aSL_A4 400_500L 0.4870 0.50021 653 

avD8_16 undergraduate behavioural intention 3.4450 0.43113 653 

Source:  Researcher’s Field Report (2025) 

Table 4 Correlations 

  avD1_7  

cybercrime risk 

aGen_A1  

Gender 

aAge_A2  

Age 

aSW3_A3A_U
NI  

FUTA FUOYE 

aSW2_A3A_U
NI  

UI OAU 

aSL_A4  

400_500
L 

avD8_16  

undergradua
te  

behavioural  

intention 

Pearson  

Correlatio
n 

avD1_7 
cybercrime 
risk 

1.000 0.022 -0.038 0.088 0.078 -0.013 0.462 

 aGen_A1 
Gender 

0.022 1.000 -0.112 -0.278 0.095 -0.142 0.025 

 aAge_A2 Age -0.038 -0.112 1.000 0.026 -0.062 0.398 0.002 

 aSW3_A3A_U
NI FUTA 
FUOYE 

0.088 -0.278 0.026 1.000 -0.475 0.124 -0.007 

 aSW2_A3A_U
NI UI OAU 

0.078 0.095 -0.062 -0.475 1.000 -0.134 0.048 
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 aSL_A4 
400_500L 

-0.013 -0.142 0.398 0.124 -0.134 1.000 -0.029 

 avD8_16 
undergraduat
e behavioural 
intention 

0.462 0.025 0.002 -0.007 0.048 -0.029 1.000 

Sig. 
(1tailed) 

avD1_7 
cybercrime 
risk 

 0.285 0.167 0.012 0.024 0.368 0.000 

 aGen_A1 
Gender 

0.285  0.002 0.000 0.007 0.000 0.259 

 aAge_A2 Age 0.167 0.002  0.253 0.058 0.000 0.477 

 aSW3_A3A_U
NI  

0.012 0.000 0.253  0.000 0.001 0.431 

Pearson 
Correlati
on 

avD1_7 
cybercrime 
risk 

1.000 0.022 -0.038 0.088 0.078 -0.013 0.462 

aGen_A1 
Gender 

0.022 1.000 -0.112 -0.278 0.095 -0.142 0.025 

aAge_A2 Age -0.038 -0.112 1.000 0.026 -0.062 0.398 0.002 

aSW3_A3A_
UNI FUTA 
FUOYE 

0.088 -0.278 0.026 1.000 -0.475 0.124 -0.007 

aSW2_A3A_
UNI UI OAU 

0.078 0.095 -0.062 -0.475 1.000 -0.134 0.048 

aSL_A4 
400_500L 

-0.013 -0.142 0.398 0.124 -0.134 1.000 -0.029 

avD8_16 
undergradua
te 
behavioural 
intention 

0.462 0.025 0.002 -0.007 0.048 -0.029 1.000 

Sig. (1-
tailed) 

avD1_7 
cybercrime 
risk 

 
0.285 0.167 0.012 0.024 0.368 0.000 

aGen_A1 
Gender 

0.285 
 

0.002 0.000 0.007 0.000 0.259 

aAge_A2 Age 0.167 0.002 
 

0.253 0.058 0.000 0.477 

aSW3_A3A_
UNI FUTA 
FUOYE 

0.012 0.000 0.253 
 

0.000 0.001 0.431 

aSW2_A3A_
UNI UI OAU 

0.024 0.007 0.058 0.000 
 

0.000 0.112 

aSL_A4 
400_500L 

0.368 0.000 0.000 0.001 0.000 
 

0.231 

avD8_16 
undergradua
te 

0.000 0.259 0.477 0.431 0.112 0.231 
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behavioural 
intention 

N avD1_7 
cybercrime 
risk 

653 653 653 653 653 653 653 

aGen_A1 
Gender 

653 653 653 653 653 653 653 

aAge_A2 Age 653 653 653 653 653 653 653 

aSW3_A3A_
UNI FUTA 
FUOYE 

653 653 653 653 653 653 653 

aSW2_A3A_
UNI UI OAU 

653 653 653 653 653 653 653 

aSL_A4 
400_500L 

653 653 653 653 653 653 653 

avD8_16 
undergradua
te 
behavioural 
intention 

653 653 653 653 653 653 653 

The model summary in Table 4.5 shows an R = 0.487 and R² = 0.237, indicating that the predictors explain 23.7% of the 
variance in cybercrime risk. This represents a stronger explanatory power than previous models (Objectives 3 and 4), 
suggesting that behavioral intention plays a substantial role in shaping perceptions of cybercrime risk among 
undergraduates. Table 4.6 (ANOVA) confirms the model’s overall significance (F(6, 646) = 33.515, p < 0.001), 
demonstrating that the predictors jointly account for a significant variation in students’ perception of cybercrime risk. 
The coefficients in Table 4.7 provide deeper insights. The strongest predictor was undergraduate behavioral intention, 
which had a positive and highly significant effect (B = 0.452, β = 0.457, t = 13.260, p < 0.001). This shows that higher 
levels of behavioral intention such as practicing safe online habits, avoiding suspicious links, and adopting protective 
software were strongly associated with students’ awareness of cybercrime risk. Among the control variables, university 
affiliation showed significance: students in FUTA and FUOYE (SW3) reported higher perceptions of risk (B = 0.150, β = 
0.163, t = 4.009, p < 0.001), and those in UI and OAU (SW2) also reported elevated risks (B = 0.116, β = 0.129, t = 3.290, 
p = 0.001), compared to the SW1 group (UNILAG and FUNAAB). Gender, age, and level of study were not significant 
predictors. 

Overall, the regression results indicate that undergraduate behavioral intention is a strong determinant of how students 
perceive and respond to cybercrime risk, while institutional context (university affiliation) also influences risk 
perception. This suggests that both individual agency and institutional environment jointly shape the digital security 
outlook of undergraduates in the region. 

Table 5 Model Summary 

Model R  

R Square 

Adjusted R  

Square 

Std. Error of the Estimate 

1 .487a 0.237 0.230 0.37412 

a. Predictors: (Constant), avD8_16 undergraduate behavioural intention, a Age_A2 Age, aSW3_A3A_UNI FUTA FUOYE, aGen_A1 Gender, aSL_A4 
400_500L, aSW2_A3A_UNI UI OAU 

 

 



International Journal of Science and Research Archive, 2025, 17(01), 048-059 

55 

Table 6 ANOVAa 

Model Sum of Squares Mean Df Square F Sig. 

Regression 28.146 6  

4.691 

33.515 .000b 

Residual 90.419 646  

0.140  

   

Total 118.565 652       

Dependent Variable: avD1_7 cybercrime risk Predictors: (Constant), avD8_16 undergraduate behavioural intention, aAge_A2 Age, aSW3_A3A_UNI 
FUTA FUOYE, aGen_A1 Gender, aSL_A4 400_500L, aSW2_A3A_UNI UI OAU 

4.3. Unstandardized Standardized Collinearity Coefficients Statistics Std 

Table 7 Coefficientsa 

Model B Error Beta T Sig. Tolerance VIF 

1 (Constant) 1.595 0.121  13.133 0.000   

aGen_A1 Gender 0.036 0.031 0.042 1.163 0.245 0.903 1.108 

aAge_A2 Age -0.033 0.033 -0.038 -1.002 0.317 0.836 1.197 

aSW3_A3A_UNI FUTA FUOYE 0.150 0.038 0.163 4.009 0.000 0.716 1.397 

aSW2_A3A_UNI UI OAU 0.116 0.035 0.129 3.290 0.001 0.764 1.309 

aSL_A4 400_500L 0.015 0.032 0.018 0.476 0.634 0.819 1.221 

avD8_16 undergraduate behavioural intention 0.452 0.034 0.457 13.260 0.000 0.996 1.004 

a. Dependent Variable: avD1_7 cybercrime risk 

5. Discussion of Findings  

The results indicate that behavioral intention emerged as the strongest and most significant predictor of 
undergraduates’ perception of cybercrime risk in South-West Nigeria. Specifically, students who expressed higher 
intentions to adopt protective behaviors also demonstrated greater awareness of and sensitivity to cybercrime threats. 
This aligns with Protection Motivation Theory, which posits that individuals’ responses to threats are shaped by 
perceptions of vulnerability and severity, along with belief in the efficacy of preventive actions (Apaua and Lallie, 2022). 
In the present study, undergraduates who reported stronger intentions to engage in safe practices such as using strong 
passwords, avoiding phishing attempts, and keeping digital apps updated, were also more likely to recognize and report 
cybercrime risks. 

The observed positive relationship between risk perception and behavioral intention mirrors findings from recent 
empirical work showing that awareness of cyber threats tends to motivate security-enhancing behavior among young 
people. For instance, Abikari (2024) found that emotions linked to perceive risk significantly shaped intention to adopt 
secure e-banking behaviors. Similarly, Abawajy et al. (2022) demonstrated that university students with higher 
perceived risk and stronger self-efficacy reported greater intention to adopt safe cybersecurity practices. In the Nigerian 
context, Garba et al., (2023) reported that awareness of cybercrime among online banking users strongly influenced 
their intention to adopt protective digital behaviors, while Ahmead et al (2024) highlighted that over half of surveyed 
undergraduates in Palestine linked their behavioral intentions directly to their perceived risk of victimization. These 
findings suggest that for undergraduates in Nigeria, who are frequent users of online banking, e-commerce, and social 
media platforms, recognizing cybercrime risks translates directly into stronger commitment to safe online practices. 

Institutional affiliation was also significant: undergraduates from certain universities reported higher risk awareness 
than others. These differences may reflect varying levels of exposure to cybercrime education, differing institutional 
support for ICT security, or differing levels of digital infrastructure and awareness programs across universities. Similar 
to findings by Goliath, Tsibolane, and Snyman (2024), institutional context plays a critical role in shaping student risk 
awareness and corresponding behavioral intentions. This implies that undergraduates in institutions with stronger 
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digital literacy and sensitization programs may be better positioned to recognize threats and adopt preventive 
measures. 

Interestingly, demographic variables such as gender, age, and level of study did not significantly predict cybercrime risk 
perception. That is, risk perception seems to be relatively uniform across these categories. This resonates with evidence 
from Garba et al. (2023), who found that Nigerian online banking users, regardless of demographic differences, shared 
similar vulnerabilities to cybercrime, largely because institutional weaknesses rather than personal traits determined 
exposure. 

Altogether, the findings highlight two complementary drivers of cybercrime risk perception: individual behavioral 
intention, and institutional context. Students’ willingness to engage in protective practices powerfully shapes their 
awareness of cyber threats, but the structural environment provided by universities also plays a decisive role. To reduce 
risk, both personal agency (through awareness, skills, intention) and institutional support systems (through education, 
policies, and access to digital security resources) are essential. 

5.1. Implications of Findings  

The findings from this objective have several important implications for both policy and practice in addressing 
cybercrime among undergraduates in South-West Nigeria. 

First, the strong and positive influence of behavioral intention on cybercrime risk perception highlights the importance 
of fostering proactive security behaviors among students. This suggests that interventions should not only raise 
awareness of cyber threats but also empower students with concrete strategies for self-protection. Universities and 
regulators can integrate practical cybersecurity modules into general studies curricula, ensuring that students are 
equipped with actionable skills such as recognizing phishing attempts, safeguarding personal data, and reporting 
suspicious online activities. By doing so, institutions can strengthen the link between intention and actual protective 
behavior. 

More so, the significant role of institutional affiliation implies that universities are not equally effective in shaping risk 
perceptions. While some institutions may provide more robust ICT training and consumer protection sensitization, 
others lag behind. This calls for harmonized institutional policies on cybersecurity education across Nigerian 
universities. The National Universities Commission (NUC) and the Federal Ministry of Education could mandate 
minimum standards for cybersecurity literacy programs to ensure that students in all universities receive consistent 
exposure to awareness and preventive measures. 

Moreover, the non-significance of demographic variables such as gender, age, and academic level underscores that 
cybercrime risk is not limited to specific groups of students. Instead, all undergraduates are equally vulnerable. This 
means that interventions should adopt a universal approach, targeting the entire student population rather than 
tailoring programs to particular demographic subgroups. Such inclusiveness will ensure that no category of student is 
left unprepared against cyber threats. 

Finally, the findings reinforce the urgent need for institutional and policy-driven collaboration. Universities, financial 
institutions, and consumer protection agencies must work together to develop responsive mechanisms that go beyond 
awareness to enforcement and redress. This could include confidential reporting channels within universities, stronger 
partnerships with law enforcement agencies, and nationwide digital safety campaigns. By addressing cybercrime at 
both the individual and systemic level, stakeholders can reduce students’ vulnerability, build trust in digital systems, 
and contribute to the growth of Nigeria’s digital economy.   

6. Conclusion, Recommendations, Contributions to Knowledge and Suggestions for Further Studies 

This study set out to evaluate the effect of cybercrime risk on undergraduate behavioral intention in South-West Nigeria, 
with specific focus on undergraduates of federal universities. The findings revealed that cybercrime risk significantly 
influences behavioral intentions, as students who perceive higher levels of risk are more likely to adopt risk-averse 
behaviors that limit their engagement in digital banking and online transactions. Conversely, those with lower or more 
manageable perceptions of risk tend to participate more confidently in digital activities. The study therefore concludes 
that cybercrime risk remains a critical determinant of behavioral intention among undergraduates, and that addressing 
it is central to building safer and more resilient digital practices within Nigerian universities.  
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In light of the findings, the study recommends that cybersecurity awareness programs should be systematically 
integrated into undergraduate curricula, enabling students to better understand and mitigate online threats. Regulatory 
agencies such as the Central Bank of Nigeria and the Nigeria Data Protection Commission should also strengthen 
enforcement of consumer protection laws while ensuring that victims of cybercrime have access to timely and 
transparent redress mechanisms. Furthermore, universities in collaboration with financial institutions should design 
targeted digital literacy and cyber-safety workshops to foster safe online practices. Policy frameworks should prioritize 
consumer trust through liability regimes that protect users against losses, while service providers should deploy 
technology-driven safeguards such as multi-factor authentication and fraud monitoring to reduce vulnerabilities in 
student populations. 

The study makes several contributions to knowledge. It empirically demonstrates that cybercrime risk significantly 
predicts behavioral intention among undergraduates in South-West Nigeria, thereby extending behavioral theories such 
as the Theory of Planned Behavior into the domain of cyber risk. It also highlights undergraduates as a distinct category 
of consumers who face unique vulnerabilities, thereby expanding the existing literature beyond general populations. 
Importantly, the study reveals that students’ perceptions of cyber risks, rather than the mere existence of regulatory 
frameworks, are more decisive in shaping their behavioral outcomes, which advances scholarly understanding of 
consumer behavior in digital environments. By providing context-specific evidence from Nigerian universities, the study 
further enriches the global discourse on cybercrime risk and behavioral intention in developing countries. 

Although the study was limited to federal universities in South-West Nigeria, it opens avenues for further research. 
Future studies may extend the analysis to private and state universities, polytechnics, and colleges of education to 
broaden the scope of generalization. Longitudinal research designs would also be useful in capturing how cyber risk 
perceptions and behavioral intentions evolve over time, while qualitative approaches such as interviews and focus 
groups could provide richer insights into students’ lived experiences of cybercrime victimisation. Moreover, further 
studies could investigate how socio-demographic factors such as gender, age, and income moderate the relationship 
between cybercrime risk and behavioral intention. Comparative studies across different regions of Nigeria or across 
other African countries are equally necessary to provide cross-cultural perspectives and to strengthen the evidence 
base on the dynamics of cybercrime risk and behavioral intention. 
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