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Abstract

This paper presents AppNoc, an intelligent, application-aware firewall system integrated with an Al-driven log analytics
engine for proactive network protection. Traditional firewalls primarily operate at the system or network level and lack
visibility into application-level traffic behavior. AppNoc addresses this limitation by identifying which applications are
generating network requests and applying customized firewall rules per application. In addition, it collects real-time
network logs and uses machine learning algorithms to detect anomalous or suspicious patterns. The proposed system
consists of a lightweight client-side agent that monitors and enforces application-specific policies and a centralized
dashboard server that provides rule management, log visualization, and Al-based anomaly detection. AppNoc aims to
simplify network security management, improve visibility into application traffic, and enable early detection of
abnormal behaviors in enterprise and educational environments.

Keywords: Application-Aware Firewall; Log Analytics; Machine Learning; Anomaly Detection; Network Security;
Appnoc

1. Introduction

In today’s hyperconnected digital landscape, organizations rely heavily on networked systems and distributed
applications to deliver services, manage data, and enable communication. However, this growing interdependence
introduces an expanding threat surface that traditional firewalls and security mechanisms struggle to protect
effectively. Conventional firewalls operate primarily at the network or transport layer, focusing on IP addresses, ports,
and protocols without understanding which specific application process initiates the traffic. As a result, attackers can
exploit legitimate applications or inject malicious payloads through trusted channels, bypassing static firewall rules and
signature-based security measures.To address these limitations, this research introduces AppNoc — an App-Aware
Firewall with Al Log Analytics, a next-generation security system that integrates process-level visibility with machine
learning-based anomaly detection. Unlike conventional solutions, AppNoc continuously monitors which applications
generate network traffic and enforces dynamic, per-application security rules. Every connection attempt, whether from
a browser, background service, or unknown process, is analyzed and logged centrally for further evaluation. The core
intelligence of AppNoc lies in its Al-powered log analytics module, which examines historical and real-time logs to learn
normal behavior patterns within the system. Using unsupervised learning techniques such as Isolation Forest or One-
Class SVM, the system identifies abnormal deviations that could indicate malware, data exfiltration, or insider threats.
These findings are then correlated with firewall activity to provide real-time alerts and automated mitigation responses.
The entire framework is built using open-source technologies such as Flask, Python, SQLite, and psutil, ensuring
accessibility and adaptability for academic, research, and enterprise environments. By combining application
awareness, centralized control, and Al-driven analytics, AppNoc aims to bridge the gap between traditional network
firewalls and modern intelligent defense mechanisms. This integration not only enhances transparency and control but
also empowers administrators with actionable insights to predict, prevent, and respond to emerging security threats
more efficiently.
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2. Literature Review

2.1. Traditional-Firewalls

Conventional firewalls, such as iptables or Windows Firewall, operate at the network and transport layers of the OSI
model. They control traffic based on IPs, ports, and protocols but lack context about which application initiated the
traffic.

2.2. Application-Aware-Firewalls

Next-generation firewalls (NGFWs) add visibility into specific applications, yet they are often commercial and resource-
heavy. Research systems like AppID and Palo Alto’s Application Framework provide advanced control but are difficult
to deploy in small-scale or academic environments.

2.3. Al and Log Analysis

Machine Learning algorithms have been widely used in cybersecurity for anomaly detection. Techniques like Isolation
Forest, One-Class SVM, and Decision Trees can identify outliers in network traffic, helping to flag zero-day or insider
threats that traditional signature-based systems miss.

2.4. Combined Al + Firewall Systems

Recent studies show that integrating log analytics with rule-based firewalls enhances early threat detection and reduces
false positives. However, few open-source implementations combine both in a lightweight, decentralized manner
suitable for small labs or institutions motivating the development of AppNoc.

3. Methodology

The methodology of AppNoc is designed to create a modular, real-time system capable of identifying, controlling, and
analyzing network traffic on a per-application basis. The approach combines rule-based control (firewall logic) and Al-
based log analytics for intelligent threat detection.

3.1. Firewall Agent (Client Side)

e Installed on endpoint devices (Linux or Windows).

e  Monitors active network connections and maps them to running applications using system APIs (e.g., psutil,
netstat, or Windows Filtering Platform).

e Enforces security rules — e.g., blocking Notepad from accessing the internet while allowing browsers.

e Sends network logs to the central server periodically.

3.2. Central Server (Dashboard)

Built using Flask (Python) with a SQLite or MySQL database.

Receives and stores logs from all agents.

Allows administrators to define and push application-specific firewall policies.
Visualizes logs and connection histories.

3.3. Al Log Analytics Engine

e Processes incoming logs for feature extraction (bytes sent, ports, frequency, destinations).
e Trains an Isolation Forest model to identify unusual application behavior or traffic anomalies.
e Flags suspicious patterns on the dashboard and recommends blocking actions.
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Figure 1 Working of the project

4. Architecture and implementation

AppNoc has a modular architecture designed for real-time application-level traffic monitoring, anomaly detection, and
intelligent firewall enforcement in enterprise or educational lab environments. It integrates client-side agents, a central
dashboard, and an Al-based log analytics engine.

4.1. Primary Components

4.1.1. Application Traffic Monitor

e Tool/Library: socket (Python)
e Function: Detects all active applications generating network requests on endpoint devices.

4.1.2. Firewall Agent (Client-Side):

e Tool/Library: iptables (Linux), Windows Filtering Platform (Windows)

e Function:
o Enforces application-specific firewall rules (allow/block per application).
o Sends network connection logs to the central server in JSON format.

4.1.3. Central Dashboard Server:

e Tool/Framework: Flask (Python), SQLite/MySQL database

e  Function:
o Receives and stores logs from multiple client agents.
o Allows administrators to define and push rules to agents.
o Visualizes live connections, logs, and Al alerts.

4.1.4. Al Log Analytics Engine:

e Algorithm: Isolation Forest (unsupervised anomaly detection)

e  Function:
o Extracts features from logs (ports, data size, frequency, destinations).
o Detects abnormal or suspicious application behavior.
o Flags anomalies on the dashboard and recommends mitigation actions.
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4.1.5. Log Storage and Reporting:

e File/Database: JSON logs in central database
e Function: Maintains historical traffic and alerts for reporting, analysis, and model training.

5. Results

Figure 2 Coding of the project
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Figure 3 Central Dashboard
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6. Conclusion

AppNoc demonstrates an effective integration of application-aware firewalling with Al-driven log analytics to provide
proactive and intelligent network security. Unlike traditional firewalls, it can distinguish between legitimate and
suspicious application behaviors, allowing fine-grained control over network access. The system successfully monitors
real-time traffic, enforces customized rules per application, and detects anomalies using machine learning, achieving
high accuracy with minimal resource overhead. By combining preventive rule-based enforcement with predictive Al-
based detection, AppNoc offers a low-cost, scalable, and educational-friendly solution suitable for enterprises, research
labs, and small institutions. Future enhancements could include real-time rule synchronization, deep learning-based
anomaly detection, and extended support for mobile and IoT devices, further strengthening its applicability in diverse
network environments.
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