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Abstract

Remote site connectivity remains a critical challenge in smart grid deployments, particularly for substations and
monitoring points located beyond economical reach of terrestrial infrastructure. This paper presents a comprehensive
review of satellite communication technologies for smart grid applications, examining the evolution from traditional
Geostationary Earth Orbit (GEO) Very Small Aperture Terminal (VSAT) systems to emerging Low Earth Orbit (LEO)
constellations. Through systematic analysis of 18 scholarly sources including peer-reviewed journal articles, IEEE
conference proceedings, and technical reports (2009-2024), we evaluate technical capabilities, deployment
experiences, and cost-effectiveness of satellite solutions for remote utility sites.

Findings indicate that GEO VSAT systems remain optimal for low-bandwidth SCADA applications in remote locations,
demonstrating proven reliability (>99% availability) and disaster resilience despite inherent latency constraints (500-
700ms). Emerging LEO constellations (Starlink, OneWeb) offer significant improvements with 15-20x lower latency
(20-40ms), 10-50x higher bandwidth (100-500 Mbps), and 60-70% cost reduction based on reported field
measurements [12], though long-term reliability data remains limited. The paper provides decision frameworks for
technology selection, synthesizes deployment experiences from global utilities, and identifies critical research gaps in
standardized integration approaches and comprehensive security frameworks for satellite-based critical infrastructure
communications.

Keywords: Smart Grid; Satellite Communication; VSAT; GEO Satellites; LEO Constellations; Starlink; Remote
Substations; SCADA; Power Utility Communications; Emergency Communications

1. Introduction

1.1. The Remote Connectivity Challenge

Modern smart grids require ubiquitous communication infrastructure to enable real-time monitoring, control, and
automation. While fiber optic networks and terrestrial wireless technologies provide high-performance connectivity in
urban areas, a significant portion of utility infrastructure exists in remote locations where terrestrial solutions are either
technically infeasible or economically prohibitive. Remote substations, distributed energy resources (DER), and
monitoring points located 50-500 kilometers from existing infrastructure present unique challenges, with traditional
solutions often exceeding $300,000-$500,000 per site [1].

Satellite communication technologies offer geographic independence, rapid deployment (days vs. months), disaster
resilience, and cost-effectiveness for remote sites. The satellite landscape has evolved significantly: traditional GEO
VSAT systems (operational since 1990s) have provided reliable but latency-constrained connectivity, while emerging
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LEO mega-constellations (Starlink launched 2019, OneWeb operational 2021) represent a paradigm shift with near-
terrestrial performance [2, 3].

1.2. Research Objectives and Scope

e This paper aims to: (1) comprehensively review satellite technologies (GEO VSAT and LEO constellations) for
smart grid applications, (2) synthesize global deployment experiences, (3) provide comparative analysis and
decision frameworks, (4) identify research gaps and future directions.

e Scope: This review focuses specifically on satellite technologies. For terrestrial technologies (fiber, microwave,
MPLS-TP, 5G), readers are referred to our companion paper [4]. Integration strategies are addressed in our
forthcoming work on hybrid architectures.

e Organization: Section 2 describes methodology. Sections 3-4 examine GEO VSAT and LEO technologies
respectively. Section 5 presents comparative analysis. Section 6 discusses economics. Section 7 addresses
challenges. Section 8 explores future directions. Section 9 concludes with recommendations.

2. Methodology

2.1. Literature Search and Selection

A systematic literature search was conducted across IEEE Xplore, ScienceDirect, Google Scholar, and utility sources
using terms: ("VSAT" OR "satellite communication" OR "LEO satellite" OR "Starlink") AND ("smart grid" OR "power
utility” OR "substation" OR "SCADA") for the period 2009-2024.

e Selection Criteria: Included peer-reviewed articles, conference papers, and technical reports with utility-
specific satellite applications, technical specifications, or deployment experiences. Excluded general satellite
communications, theoretical proposals without validation, and non-power sector applications.

e Results: 90 initial papers — 18 selected after removing duplicates (n=18) and screening (n=54 excluded). Final
selection: 9 GEO VSAT papers, 6 LEO papers, 3 comprehensive reviews.

2.2. Data Extraction and Analysis

From each paper, we extracted: technical specifications (latency, bandwidth, availability), deployment context
(geography, applications, architecture), performance data, economic factors (Capex, OpenX, TCO), and lessons learned.
A thematic synthesis approach organized findings by technology characterization, application mapping, deployment
experiences, comparative analysis, and gap identification.

3. GEO VSAT Technology for Smart Grids

3.1. Technical Fundamentals

GEO satellites operate at 35,786 km altitude, providing continuous coverage over approximately one-third of Earth’s
surface. VSAT systems consist of small ground terminals (0.6-3.8m dishes) communicating via GEO satellites in a hub-
and-spoke topology where all traffic routes through a central hub [5].

The figure illustrates the star topology architecture with a central control center (hub) communicating with multiple
remote substations via a GEO satellite at 35,786 km altitude. Blue dashed lines represent uplink paths; green dashed
lines represent downlink paths. All remote-to-remote communication requires double-hop through the central hub,
resulting in the characteristic 500-700ms latency. Each remote substation is equipped with a VSAT terminal (shown in
red) for satellite connectivity.

Key Parameters: - Latency: 500-700ms round-trip (physics-limited: 239ms one-way + ground processing) -
Bandwidth: 64 Kbps - 10 Mbps per site - Availability: 99.2-99.6% (measured in utility deployments) - Frequency Bands:
C-band (4-8 GHz, rain-resistant), Ku-band (12-18 GHz, smaller antennas), Ka-band (26-40 GHz, highest bandwidth but
severe rain fade)

Network Architecture: Star topology dominates utility applications—central hub at control center, remote terminals
at substations. All remote-to-remote communication double-hops through hub [6].
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GEO VSAT Metwork Architecture for Smart Grid
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Figure 1 GEO VSAT Network Architecture for Smart Grid Applications

3.2. Utility Applications

Remote Substation SCADA: GEO VSAT latency (500-700ms) is acceptable for telemetry and supervisory
control (requirement: <1s), though unsuitable for protection relays (<4ms required). Bandwidth of 64-256
Kbps per substation is adequate for analog measurements, digital status, alarms, and occasional file transfers.
Studies report successful implementation of IEC-104 and DNP3 protocols with TCP optimization (SCPS-TP
accelerators) [1, 2].

AMI Backhaul: VSAT provides cost-effective backhaul for smart meter concentrators in rural areas without
cellular coverage. Latency is non-critical (<5s acceptable) for periodic meter data uploads (15-60-minute
intervals). Concentrators aggregate 500-2,000 meters via RF mesh, then transmit to head-end via VSAT [7].
Emergency Communications: Natural disasters often damage terrestrial infrastructure. VSAT’s infrastructure
independence and portable terminals (fly-away kits) provide critical backup. Studies document VSAT
maintaining EMS/SCADA connectivity during the 2008 Sichuan earthquake when terrestrial systems failed, and
hurricane response where VSAT was the only available communication [1, 8].

3.3. Deployment Case Studies

3.3.1. Case Study 1: Sichuan Earthquake Backup Network (China, 2010) [1]

Following the 2008 magnitude 8.0 earthquake that extensively damaged terrestrial infrastructure, a C-band VSAT
network was deployed for EMS/SCADA restoration. The solution used star topology with 128-256 Kbps per site, DNP3
with SCPS-TP TCP acceleration, and SCPC (Single Channel Per Carrier) for dedicated bandwidth.

Results: 72-hour deployment for initial 10 sites, >99% availability during restoration, adequate SCADA performance,
estimated 30-40% reduction in outage duration.

Lessons: Pre-positioned equipment enabled rapid deployment; TCP acceleration essential for SCADA over satellite;
operator training critical; backup network also serves as diversity path during normal operations.
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3.3.2. Case Study 2: Remote Substations in Venezuela (2009) [2]

Remote substations 100-300 km from infrastructure in mountainous jungle terrain required SCADA connectivity. The
solution deployed Ku-band VSAT with TDMA, IEC-104 over TCP/IP, and 15 remote substations at 128 Kbps each.

Results: 600-750ms measured latency, 99.2% availability over 2 years, 65% lower cost than microwave alternative,
successful SCADA operations with no latency-related issues.

Lessons: IEC-104 timeout parameters require satellite adjustment; TDMA bandwidth sharing reduces per-site cost; Ku-
band rain fade required 3-4 dB design margin; lower maintenance vs. multi-hop terrestrial.

3.3.3. Case Study 3: Indian Power System Pilot (2021) [3]

A pilot in Northeast India (Assam, Arunachal Pradesh, Meghalaya) evaluated VSAT applicability across diverse
applications. C-band VSAT with regional hub served 12 remote sites for SCADA, AMI backhaul, and DER monitoring.

Results: >99% availability over 18 months, 580-680ms typical latency (up to 850ms in heavy rain), 128-512 Kbps per
site, no outages >4 hours.

Economic Analysis: $12,000-$18,000 CapEx per site, $400-$800/month OpEx, 10-year TCO of $60,000-$110,000 per
site—60-70% lower than terrestrial alternatives for sites >100 km from infrastructure.

Application Findings: SCADA fully suitable; AMI successful and cost-effective; DER monitoring adequate for monitoring,
marginal for real-time control; video limited by bandwidth.

Recommendations: Deploy VSAT for remote substations >100 km; use C-band in high-rainfall regions; implement TCP
optimization; maintain terrestrial backup where available.

3.4. Performance Summary

Table 1 GEO VSAT Performance Characteristics

Parameter | C-Band Ku-Band Utility Suitability

Latency 580-720 ms 550-700 ms Protection: ) / SCADA:

Bandwidth 64 Kbps-2 Mbps | 128 Kbps-10 Mbps Telemetry: / Video: A4

Availability 99.2-99.6% 98.5-99.3% Mission-critical:
Antenna Size | 1.8-2.4 m 0.9-1.8 m Installation: Moderate
Rain Fade Minimal Moderate Weather resilience: C-band superior

3.5. Advantages and Limitations

e Advantages: Geographic independence (no terrain limitations), rapid deployment (1-3 days per site), proven
reliability (30+ years utility deployments), disaster resilience (independent of terrestrial infrastructure), cost-
effective for remote sites (>50-100 km from infrastructure), broadcast capability for firmware updates.

e Limitations: High latency (500-700ms) precludes protection relays and real-time control; limited bandwidth
(64 Kbps-10 Mbps) insufficient for continuous HD video or large file transfers; weather sensitivity (Ku/Ka
bands); ongoing operational costs ($200-$1,500/month); regulatory considerations (licensing, cross-border
restrictions).

4. LEO Satellite Constellations for Smart Grids

4.1. Technology Overview

LEO satellites operate at 500-1,200 km altitude, 70x lower than GEO (35,786 km), fundamentally transforming
performance. Key constellations: Starlink (5,000+ satellites deployed, 12,000+ planned, 340-550 km altitude, 50-500
Mbps, 20-40ms latency), OneWeb (648 satellites, 1,200 km altitude, 50-200 Mbps, 30-50ms latency), Amazon Kuiper
(3,236 planned, 2026-2029 deployment) [9].
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Figure 2 LEO Constellation Architecture for Smart Grid Applications

The figure depicts a LEO constellation with multiple satellites at 500-1,200 km altitude (shown in red circles)
interconnected via inter-satellite laser links (blue dashed lines). Ground stations (shown in teal) provide network
connectivity, while utility sites (shown in green) communicate directly with overhead satellites using flat-panel phased
array antennas. Unlike GEO’s static coverage, LEO satellites move rapidly across the sky, requiring dynamic handoffs
every 5-15 minutes. The lower altitude results in dramatically reduced latency (20-40ms vs 500-700ms for GEO).

Technical Innovations: Phased array antennas enable electronic beam steering without mechanical parts. Frequent
satellite handoffs (every 5-15 minutes) require seamless transition protocols with Doppler compensation. Inter-
satellite laser links reduce ground station dependency and enable global routing through space [10].

Physics Advantage: 70x altitude reduction translates to 15-20x lower latency, approaching terrestrial network
performance.

4.2. Utility Research and Pilots

LEO Power Utility Intranet (2012 Conceptual) [11]: Yang proposed satellite-based “Power Utility Intranet” (AuRA-
NMS) for distribution automation, identifying requirements that modern LEO constellations now address: sub-100ms
latency for distribution automation, high bandwidth for monitoring/control, scalability for thousands of endpoints.

IoT Power Quality Monitoring (2024 Field Experiment) [12]: 7-day experiment using DEWASAT-1 LEO satellite with
LoRa for substation power quality monitoring. LoRa sensors transmitted power quality parameters (voltage, current,

harmonics) via satellite in store-and-forward mode.

Results: 94% successful satellite passes, 10-30-minute data latency (pass timing dependent), low power consumption
enabling battery operation, demonstrated remote sensor viability.

Lessons: Store-and-forward acceptable for non-real-time monitoring; LEO+IoT effective for remote sensors; predictable
passes enable scheduled collection; scalable to thousands of sensors; not suitable for real-time applications.

Starlink for Cyber-Physical Power Systems (2021 Emulation) [10]: Real-time emulation evaluated Starlink (20-
40ms latency, 50-150 Mbps, 5-15ms jitter) for power system applications.
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Results: PMU data transmission acceptable for wide-area monitoring (<50ms sufficient); SCADA fully suitable,
significant improvement over GEO; real-time control marginal (<20ms preferred); protection unsuitable (<4ms
required).

Conclusions: Starlink viable for monitoring and supervisory control; not a protection replacement; potential as
backup/diversity path; cybersecurity requires careful implementation.

Starlink Performance Measurements (2022) [12]: Multi-month study measured actual Starlink user performance
across geographic regions.

Performance: Download 50-200 Mbps (peaks 300+ Mbps), upload 10-40 Mbps, latency 20-40ms typical (15-25ms best,
50-100ms worst during congestion), high variability (coefficient 0.3-0.6).

Reliability: Several outages per day (seconds to minutes), 98-99% availability (lower than GEO’s 99.2-99.6%), causes
include handoffs, obstructions, weather, network issues.

Utility Implications: High throughput enables bandwidth-intensive applications (video, analytics); low latency enables
near-real-time applications (distribution automation, DER); variability requires application-level tolerance; reliability
gap vs. GEO concerning for critical infrastructure; not mission-critical ready without backup.

Integrated Satellite-Terrestrial Network (2024 Validation) [9]: Proposed and validated integrated LEO-terrestrial
5G framework on LEO test constellation.

Architecture: Fiber+5G core with LEO extension, unified network management, seamless handoff, network slicing for
applications, dynamic routing, QoS management.

Results: <100ms satellite-terrestrial handoff, 30-60ms LEO path latency, 50-150 Mbps LEO throughput, 99.5%
combined reliability (higher than either alone).

Applications Validated: Distribution automation successful (<100ms), DER coordination acceptable, AMI excellent,
emergency coverage via LEO when terrestrial fails.

Significance: Demonstrates satellite-terrestrial integration feasibility; LEO extends terrestrial reach; validates hybrid
architecture; points toward 5G NTN future.

4.3. Performance Summary

Table 2 LEO Constellation Performance vs. GEO VSAT

Parameter GEO VSAT LEO (Starlink/OneWeb) | Improvement
Latency 500-700 ms 20-40 ms 15-20x lower
Bandwidth 64 Kbps-10 Mbps | 50-300 Mbps 10-50x% higher
Availability 99.2-99.6% 98-99% Lower (maturing)
Terminal Cost | $5,000-$20,000 $500-$2,500 5-10x lower
Service Cost | $200-$1,500/mo | $100-$500/mo 2-3x lower
10-Year TCO | $55,000-$200,000 | $15,000-$65,000 60-70% savings
Maturity 30+ years 2-5years GEO proven

4.4. Advantages and Challenges

e Advantages: Dramatically lower latency (20-40ms) enables distribution automation, DER coordination,
interactive voice/video; significantly higher bandwidth (50-300 Mbps) enables HD video, real-time analytics,
multiple services; lower cost (60-70% TCO savings); rapid deployment (hours, self-install); compact terminals
(flat-panel 0.5mx0.3m); global coverage.
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e Challenges: Lower availability (98-99% vs. 99.2-99.6% for GEO) with frequent brief outages; performance
variability (throughput, latency fluctuations); immature technology (2-5 years operational, limited long-term
data); regulatory uncertainty; handoff complexity; obstruction sensitivity (requires clear sky view); security
concerns (shared commercial service); vendor dependence (Starlink dominates).

5. Comparative Analysis and Decision Framework

5.1. Application Suitability Matrix
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Figure 3 Application Suitability Matrix for GEO VSAT vs. LEO Constellations

The horizontal bar chart compares technology suitability across eight smart grid applications. Each application shows
two bars (GEO VSAT in red/orange, LEO in green/yellow) with color-coded suitability scores: red (X Not Suitable),
orange (A Marginal), yellow (© Suitable), green (v Well Suited). The accompanying table on the right provides specific
latency and bandwidth requirements for each application. Key insight: LEO outperforms GEO for most applications
except emergency communications where GEO’s proven reliability remains advantageous.

Table 3 Technology Selection by Smart Grid Application

Application Latency | Bandwidth GEO VSAT | LEO | Recommended
Protection Relays | <4 ms 64 Kbps X X | Terrestrial only
SCADA Telemetry | <1s 100 Kbps-1 Mbps LEO (better)
Distribution Auto | <100 ms | 1-10 Mbps X LEO only

DER Coordination | <500 ms | 1-5 Mbps ] LEO preferred
AMI Backhaul <5s 100 Kbps-2 Mbps LEO (cost)
Video Surveillance | <200 ms | 2-8 Mbps X LEO only

Asset Monitoring <1ls 10-100 Kbps Cost-dependent
Emergency Comms | <500 ms | 100 Kbps-1 Mbps GEO (reliability)
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5.2. Decision Framework
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Figure 4 Technology Selection Decision Tree for Satellite-Based Smart Grid Communications

The flowchart guides technology selection through a series of decision nodes (shown in blue) starting from “Remote
Site Connectivity Required.” Key decision points include: (1) Protection relay requirements — if yes, use terrestrial only;
(2) Latency requirement <100ms — if yes, LEO is the only satellite option; (3) Maximum reliability required — if yes and
low bandwidth, choose GEO; if yes and higher bandwidth, choose hybrid GEO+LEO; (4) Budget constraints — LEO offers
60-70% TCO savings. Outcome boxes (shown in green) indicate the recommended technology. The flowchart
synthesizes technical requirements, reliability needs, and economic constraints into actionable guidance.

Choose GEO VSAT When: - Maximum reliability required (>99.5% availability essential) - Low-bandwidth SCADA (64-
256 Kbps telemetry-only) - Regulatory/security constraints (utility-dedicated service required) - Site constraints
(obstructions prevent LEO low-elevation visibility) - Mature technology preference (15-20-year planning, risk-averse)

Choose LEO When: - Latency-sensitive applications (distribution automation <100ms, DER coordination) - High-
bandwidth requirements (video surveillance, analytics, multiple services) - Cost optimization (60-70% TCO savings,
large-scale rollouts) - Rapid deployment (temporary installations, emergency response) - Performance priority (near-
terrestrial performance, accepting 98-99% availability)

Choose Hybrid (GEO + LEO) When: - Maximum resilience required (LEO primary for performance, GEO backup for
reliability) - Diverse application mix (low-bandwidth critical on GEO, high-bandwidth non-critical on LEO) - Risk
mitigation (hedge against LEO service issues, gradual migration)

5.3. Practical Recommendations

o For Large Utilities (100+ sites): Pilot 5-10 LEO terminals for non-critical applications; 6-12 month evaluation;
phased rollout for suitable applications (AM], video, monitoring); maintain GEO for mission-critical SCADA and
backup; leverage hybrid architecture.

o For Small Utilities (<50 sites): Start with LEO (lower cost, easier deployment); monitor performance; add
GEO backup for critical sites only; plan for growth (LEO scales easily).

o For Emergency/Disaster Recovery: Primary GEO (proven disaster resilience); secondary LEO (rapid
deployment, high bandwidth); pre-position both technologies; train staff on both systems.

e For New Deployments (2024-2030): Default to LEO for most applications (cost + performance); exception
for mission-critical or high-reliability requirements (GEO); monitor LEO maturity; revisit annually.
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6. Economic Analysis

6.1. Total Cost of Ownership (10-Year)

GEQ VSAT vs LEDQ Constellation Performance Comparison
Round-Trip Laterncy Typical Bandwicith

(SRR | B Lk ] ok ) g,‘f)"ﬁl;m

. . 2 Nbps
A WRAT A0 nis A WRAT 01,0831 Ml
== GCACGOH (810
W R ST
= I I--lil.-_‘I
o s ak K s T in iy
Lagenzy [ms) Eandeddh {kbpz
Service il shility Toalal Cosi of Cvemer=hip
L L
50 NN GEGWSAT "maxirga: BT | TTH]
= - !

1P R e rkdSr i

1
1
1
1
1
1
1
1 k)
1
. g
: B o
= — LS EVINT (R FE 1 E

1 E EYEETTS
1
1
| 3? na
: E
1 HILK

e e RIA%
I
i Ll
1
1
1

R . . . . e a o
ET.D ET.E BLD =E.2 aaal a8 1ohs SoA0S
Fuanibakilily (W 1170 Kz

Applicabon Scenarin

Figure 5 Performance and Economic Comparison Between GEO VSAT and LEO Constellations

This four-panel figure provides comprehensive comparison: (a) Latency Comparison shows GEO at 600ms vs. LEO at
30ms, with overlaid application requirement thresholds (SCADA <1s in green, Distribution Automation <100ms in
orange, Protection <4ms in red); (b) Bandwidth Comparison displays typical bandwidth on logarithmic scale (GEO: 2
Mbps with range 0.064-10 Mbps, LEO: 150 Mbps with range 50-300 Mbps); (c) Availability Comparison shows GEO
at 99.4% vs. LEO at 98.5%, with utility standard threshold at 99.9%; (d) 10-Year TCO Comparison presents three
scenarios (SCADA, AMI, Video) demonstrating LEO’s 60-77% cost savings across all use cases.

Scenario 1: Remote Substation SCADA (128 Kbps) - GEO VSAT: CapEx $15,000 + OpEx $48,000 = $63,000 TCO - LEO:
CapEx $2,000 + OpEx $18,000 = $20,000 TCO (68% savings)

Scenario 2: AMI Concentrator (1 Mbps) - GEO VSAT: CapEx $18,000 + OpEx $96,000 = $114,000 TCO - LEO: CapEx
$2,000 + OpEx $24,000 = $26,000 TCO (77% savings)

Scenario 3: Video Surveillance (5 Mbps) - GEO VSAT: Not viable (bandwidth limitation) - LEO: CapEx $2,500 + OpEx
$36,000 = $38,500 TCO (only option)

Scenario 4: Hybrid (Mission-Critical with Backup) - LEO Primary + GEO Backup: CapEx $17,000 + OpEx $72,000 =
$89,000 TCO - Availability: 99.9%+ combined - Trade-off: +41% cost vs. GEO-only for +0.3-0.7% availability; +242%
vs. LEO-only for +1-2% availability

6.2. Break-Even Analysis

LEO vs. GEO: Immediate break-even (LEO lower CapEx and OpEx across all scenarios).

Satellite vs. Terrestrial: Fiber extension costs $50,000-$150,000/km; LEO TCO $20,000-$40,000 (10 years); break-
even >1-2 km. Microwave multi-hop costs $80,000-$240,000 for 100 km; satellite economical for single remote sites.
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Economic Conclusion: LEO is now the most economical satellite option for nearly all utility applications. GEO justified
only for mission-critical requiring maximum reliability. Hybrid (LEO + GEO) makes sense for critical sites requiring both
performance and maximum availability.

7. Challenges and Research Gaps

7.1. Technical Challenges

e Latency Constraints: Neither GEO (500-700ms) nor LEO (20-40ms) suitable for protection relays (<4ms
required). LEO marginal for real-time distributed control (<10-20ms preferred). Mitigation: Use terrestrial for
protection, hybrid for control.

e Reliability Gap: LEO 98-99% availability vs. utility standard 99.9-99.99%. Frequent brief outages and
performance variability. Not yet proven for mission-critical applications.

o Integration Complexity: SCADA protocols require optimization for satellite latency. Legacy systems may not
handle variable-latency links. Multi-vendor, multi-technology network management complexity. Security
integration (encryption, authentication, NERC CIP/IEC 62443 compliance).

7.2. Operational Challenges

o Skills Gap: Limited satellite experience in many utilities; new LEO technology requires training. Vendor
dependence: Starlink dominates (>80% market share), limited alternatives. Service continuity: Commercial
service risks (price changes, discontinuation) over 15-20-year utility planning horizon.

7.3. Security Concerns

e Satellite-Specific Threats: Eavesdropping, jamming, spoofing, satellite hacking, ground station attacks. LEO-
specific: Shared commerecial service, proprietary protocols, rapid technology evolution.

e Mitigation: End-to-end encryption (AES-256+), VPN tunneling, strong authentication (PKI), network
segmentation, continuous monitoring (SIEM), compliance (NERC CIP, IEC 62443).

e Gap: Comprehensive security framework for satellite-based critical infrastructure still evolving; limited
guidance specific to LEO constellations.

7.4. Research Gaps

e Long-Term Reliability: LEO operational <5 years; need multi-year utility field trials for 15-20 year planning

e Integration Standards: No IEC/IEEE standards for satellite-utility interfaces; need interoperability
frameworks

e Security Frameworks: Limited LEO security research for critical infrastructure; need comprehensive

guidelines

Economic Validation: Need refined TCO models with actual utility operational data

Hybrid Optimization: Little research on optimal satellite-terrestrial integration, dynamic routing, failover

Application Validation: Need field trials for distribution automation, DER control over LEO

Regulatory Frameworks: Need utility-specific SLAs, regulatory guidance, compliance frameworks

8. Future Directions

The timeline visualizes the historical development and future trajectory of satellite technologies. The GEO VSAT era
(1990-2020, shown in red markers) includes first utility deployments (1990), widespread SCADA adoption (2000), and
the Sichuan earthquake backup network (2008). The LEO emergence period (2012-2024, shown in teal markers) spans
from conceptual proposals (2012) through Starlink launch (2019), OneWeb operation (2021), utility emulation studies
(2021), to satellite-terrestrial integration validation (2024). Future integration (2025-2035, shown in purple markers)
projects 5G NTN standards (2025), direct-to-device [oT (2027), mainstream LEO adoption (2030), and quantum-safe
satellite communications (2035). The timeline contextualizes current developments within the broader technological
evolution.
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Figure 6 Timeline of Satellite Technology Evolution for Smart Grid Applications (1990-2035)

8.1. Near-Term Evolution (2025-2028)

LEO Constellation Completion: Starlink 12,000 satellites, Amazon Kuiper 3,236, OneWeb expansion.
Expected improvements: 99-99.5% availability, consistent performance, enhanced coverage, 30-50% cost
reduction.

5G NTN Integration: Seamless satellite-terrestrial 5G through 3GPP standards. Pilots 2024-2025, deployments
2026-2028. Enables unified network management, consistent QoS, simplified architecture.

Direct-to-Device 10T: Satellite connectivity directly to IoT devices (no gateway). Standards: 3GPP Release
17/18 NTN. Applications: Smart meters, distributed sensors, small DER. Benefits: Eliminates gateways, reduces
cost/complexity. Timeline: Early deployments 2025-2027, mainstream 2028-2030.

8.2. Mid-Term Developments (2028-2032)

Quantum-Safe Communications: Post-quantum cryptography (PQC) implementation 2025-2030 for critical
infrastructure. Satellite QKD pilots 2031-2035 for ultra-secure links.

Advanced Technologies: Very Low Earth Orbit (VLEO) at 200-450 km for <10ms latency (research phase,
deployments 2030+). Optical inter-satellite links for higher bandwidth and security. Software-defined satellites
for reconfiguration and optimization.

Utility-Specific Services: Potential dedicated utility constellations, priority service tiers, regulatory
frameworks, industry consortia. Timeline: Discussions ongoing, deployments 2028-2032.

8.3. Long-Term Vision (2033-2040)

Mainstream LEO Adoption: LEO default for most remote applications, GEO niche role, seamless satellite-
terrestrial integration (6G NTN).

Advanced Capabilities: Direct-to-device IoT widespread, quantum-safe infrastructure, Al-driven network
optimization.

Ubiquitous Connectivity: All utility assets connected (urban terrestrial, rural satellite), autonomous grid
operations, real-time analytics platform.

9. Conclusion

9.1. Key Findings

GEO VSAT: Mature and Reliable - 30+ years utility deployments, 99.2-99.6% proven availability, critical for
disaster resilience, optimal for low-bandwidth SCADA and mission-critical backup, limitation: 500-700ms
latency precludes time-critical applications.
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e LEO Constellations: Significant Potential - 15-20x lower latency (20-40ms), 10-50x higher bandwidth (50-300
Mbps), 60-70% cost reduction based on reported field measurements [12], enables new applications
(distribution automation, DER coordination, HD video), limitation: lower availability (98-99%), limited long-
term data, technology maturing.

e Application-Dependent Selection - Neither universally superior; selection depends on latency, bandwidth,
reliability requirements, and cost constraints. Hybrid architectures (LEO primary + GEO backup) provide
optimal balance for critical applications. Economic shift: LEO now most economical for nearly all applications;
GEO justified primarily for maximum reliability.

Recommendations

e Immediate (2024-2025): Pilot 5-10 LEO terminals for non-critical applications; maintain GEO for mission-
critical SCADA and disaster recovery; develop satellite-terrestrial integration strategy; train staff; implement
encryption and security.

e Mid-Term (2025-2028): Scale LEO based on pilot results (prioritize AMI, video, distribution automation,
DER); optimize technology mix (LEO for performance/cost, GEO for mission-critical, terrestrial for protection);
monitor LEO maturity and new entrants (Kuiper); engage in standards development (IEC, IEEE).

e Long-Term (2028-2035): LEO becomes default for remote sites; GEO niche role; seamless satellite-terrestrial
integration (5G/6G NTN); direct-to-device IoT; quantum-safe communications; ubiquitous connectivity
supporting autonomous operations.

Research Contributions

This review provides: (1) first comprehensive synthesis comparing GEO VSAT and LEO for smart grids with global
deployment experiences, (2) practical decision frameworks based on application requirements, (3) detailed technical
and economic comparisons grounded in actual deployments, (4) systematic research gap identification with future
roadmap.

Concluding Remarks

Satellite communication is entering a significant era for smart grids. LEO constellations offer near-terrestrial
performance at dramatically lower cost, creating unprecedented opportunities for remote connectivity. However, the
transition requires careful planning: GEO VSAT’s proven track record and superior availability remain valuable for
mission-critical applications. The optimal strategy is hybrid: leveraging LEO for performance and cost while maintaining
GEO for maximum reliability.

As LEO constellations mature (2025-2030), expect continued improvements in availability, performance consistency,
and cost. Integration with 5G/6G NTN standards will enable seamless satellite-terrestrial connectivity. For utility
planners, satellite is no longer just backup—LEO is becoming a mainstream solution enabling applications previously
impossible (distribution automation, DER coordination, HD video) while dramatically reducing costs.

Strategic satellite adoption, combined with thoughtful terrestrial integration, will be essential for achieving ubiquitous
smart grid connectivity in the 2025-2035 timeframe. This review provides a foundation for informed decision-making,
but the rapidly evolving landscape requires continuous monitoring of technology developments, industry best practices,
and deployment lessons learned.
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